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SUMMARY 

 

Senate Bill 46 strengthens computer account 

protections for the public by adding specified criteria to 

existing law requiring the state and any person or 

companies operating in California who maintain 

computerized data about their clients or customers to 

notify them when a discovery of a security breach is 

detected.  

  

BACKGROUND 

 

Existing law requires the state and any person or 

company that conducts business in California and 

maintains computerized  data about a client or 

customer, to notify their clients or customers when they 

reasonably believe an unauthorized person has 

acquired client or customer personal information that  

includes unencrypted social security numbers, driver’s 

license numbers, medical information, health insurance 

information and specific financial account information, 

such as credit card numbers with security codes. 

 

In addition to complying with state-imposed client or 

customer notification requirements, some companies 

voluntarily and immediately notify consumers when his 

or her password, or username, or security questions 

and answers have been changed.  However, many 

companies do not provide this vital customer protection 

service.  

 

PROBLEM 

 

Today, most people use a smartphone, tablet, laptop or 

desk computer to conduct personal business and shop 

online, instead of running errands, and going to the 

store.  Although this technology is convenient, it can be 

risky for a person to use even with high-security 

software, which is why the legislature requires client or 

customer notification.  Unfortunately, such notification 

occurs well after a breach of personal information and 

too late to prevent or minimize theft and damages.  

 

Further, a person compounds their exposure to financial 

losses and theft of personal data when they use the 

same password or username or answers to security 

questions for some or all of their online accounts.   

 

 

Consumers need immediate notification following a 

security breach. Online identity theft affects over 1 

million Californians every year. The Attorney General’s 

eCrime Unit finds criminals targeting websites with 

inadequate security to harvest login information. 

Because many people use the same login information 

across multiple accounts, thieves have access to more 

sensitive information. Timely notification to customers 

urging them to change passwords and security 

information will give them a greater chance to protect 

themselves from serious invasions of privacy and theft.  

 

This legislation builds on California landmark data 

breach laws, which have been replicated across the 

country. SB 46 would provide the strongest online 

consumer notification protections of any state.  

 

SOLUTION 

 

SB 46 provides real-time notification that someone may 

have obtained an individual’s username or email 

address and simultaneously their password or security 

questions and answers.  This timely notification will 

allow them to better stop a cyber-criminals path of 

progressing to a more sensitive account or alert them 

immediately to a hack of a sensitive account.  

 

SUPPORT  

 

Kamala D. Harris, California Attorney General  

Privacy Rights Clearinghouse  

Consumer Federation of California  

Consumers Union 

 

STATUS 

 

Assembly Floor  

 

CONTACT 

 

Sean Connelly: 916-651-4010, or 

Sean.Connelly@sen.ca.gov 
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