
IN THE UNITED STATES DISTRICT COURT

FOR THE DISTRICT OF COLUMBIA

AFFIDAVIT IN SUPPORT OF SEARCH WARRANT

I, Ronald Farnsworth, being duly sworn, do hereby state the following.

I.  INTRODUCTION

1.        I am a Special Agent with Federal Bureau of Investigation (FBI) assigned to the

Washington Field Office.  I have been a Special Agent of the FBI since 2003.  I have been

involved in the investigation of numerous types of offenses against the United States, including

domestic terrorism investigations, international terrorism investigations, and violent crime

investigations.   

2.       In the course of conducting and participating in criminal investigations, I have been

involved in interviewing and debriefing informants; conducting physical surveillance; and

preparing and executing search and arrest warrants.  My knowledge of the facts and

circumstances contained within this affidavit is based on my personal interaction with those

possessing on-scene knowledge and their review of the crime scene and camera surveillance, as

well as reports made to me by other law enforcement agencies, such as the Washington D.C.

Metropolitan Police Department, United States Park Police, the Federal Bureau of Investigation

Washington Field Office, and other government agencies.   This affidavit does not set forth every

fact discerned throughout the investigation; rather, it contains a summary of the investigation to

date and sets forth only those facts that I believe necessary to establish probable cause to search

the property described herein.

3.       This affidavit supports an application for a warrant of electronic and video stored media 













and data security devices (including passwords) so that a qualified computer expert can

accurately retrieve the system’s data in a laboratory or other controlled environment.  This is true

for the following reasons:

a.  Searching computer systems is a highly technical process which requires specific

expertise and specialized equipment.  There are so many types of computer hardware and

software in use today that it is impossible to bring to the search site all of the necessary technical

manuals and specialized equipment necessary to conduct a thorough search.  In addition, it may

also be necessary to consult with computer personnel who have specific expertise in the type of

computer, software application or operating system that is being searched.

b.  Searching computer systems requires the use of precise, scientific procedures

which are designed to maintain the integrity of the evidence and to recover “hidden,” erased,

compressed, encrypted or password-protected data.  Computer hardware and storage devices may

contain “booby traps” that destroy or alter data if certain procedures are not scrupulously

followed.  Since computer data is particularly vulnerable to inadvertent or intentional

modification or destruction, a controlled environment, such as a law-enforcement laboratory, is

essential to conducting a complete and accurate analysis of the equipment and storage devices

from which the data will be extracted.

c.  The volume of data stored on many computer systems and storage devices will

typically be so large that it will be highly impractical to search for data during the execution of

the physical search of the premises.  A single megabyte of storage space is the equivalent of 500

double-spaced pages of text.  A single gigabyte of storage space, or 1,000 megabytes, is the

equivalent of 500,000 double-spaced pages of text.  Storage devices capable of storing up to 40

gigabytes of data are now commonplace in desktop computers.  Consequently, each non-



networked, desktop computer found during a search can easily contain the equivalent of millions

of pages of data.

d.  Computer users can attempt to conceal data within computer equipment and

storage devices through a number of methods, including the use of innocuous or misleading

filenames and extensions.  For example, files with the extension “.jpg” often are image files;

however, a user can easily change the extension to “.txt” to conceal the image and make it appear

that the file contains text.  Computer users can also attempt to conceal data by using encryption,

which means that a password or device, such as a “dongle” or “keycard,” is necessary to decrypt

the data into readable form.  In addition, computer users can conceal data within another

seemingly unrelated and innocuous file in a process called “steganography.”  For example, by

using steganography a computer user can conceal text in an image file which cannot be viewed

when the image file is opened.  Therefore, a substantial amount of time is necessary to extract

and sort through data that is concealed or encrypted to determine whether it is evidence,

contraband or instrumentalities of a crime.

23. In searching for data capable of being read, stored or interpreted by a computer, law-

enforcement personnel executing this search warrant will employ the following procedure:

a.  The computer equipment and storage devices will be seized and transported to an

appropriate law-enforcement laboratory for review.  The computer equipment and storage

devices will be reviewed by appropriately trained personnel in order to extract and seize any data

that falls within the list of items to be seized set forth herein.

b.  The analysis of electronically stored data may entail any or all of several different

techniques.  Such techniques may include, but shall not be limited to, “mirroring” or copying the

hard drive or any other magnetic or digital storage device such as floppy disks or CD-ROMs;



surveying various file “directories” and the individual files they contain (analogous to looking at

the outside of a file cabinet for the markings it contains and opening a drawer believed to contain

pertinent files); “opening” or reading the first few “pages” of such files in order to determine

their precise contents; “scanning” storage areas to discover and possibly recover recently deleted

data; scanning storage areas for deliberately hidden files; and performing electronic “key-word”

searches through all electronic storage areas to determine whether occurrences of language

contained in such storage areas exist that are related to the subject matter of the investigation.

24. Any data that is encrypted and unreadable will not be returned unless law-

enforcement personnel have determined that the data is not (1) an instrumentality of the offense,

(2) a fruit of the criminal activity, (3) contraband, (4) otherwise unlawfully possessed, or (5)

evidence of the offense specified above.

25. In searching the data, the computer personnel may examine all of the data contained

in the computer equipment and storage devices to view their precise contents and determine

whether the data falls within the items to be seized as set forth herein.  In addition, the computer

personnel may search for and attempt to recover “deleted,” “hidden” or encrypted data to

determine whether the data falls within the list of items to be seized as set forth herein. 

26. If the computer personnel determine that the computer equipment and storage devices

are no longer necessary to retrieve and preserve the data, and the items are not subject to seizure

pursuant to Federal Rule of Criminal Procedure 41(b), such materials and/or equipment will be

returned within a reasonable time.

27. In order to search for data that is capable of being read or interpreted by a computer,

law-enforcement personnel will need to seize and search the following items, subject to the

procedures set forth above:



a.  Any documentation, operating logs and reference manuals regarding the operation

of the computer equipment, storage devices or software;

b.  Any applications, utility programs, compilers, interpreters, and other software used

to facilitate direct or indirect communication with the computer hardware, storage devices or data

to be searched; 

c.  Any physical keys, encryption devices, dongles and similar physical items that are

necessary to gain access to the computer equipment, storage devices or data; and

d.  Any passwords, password files, test keys, encryption codes or other information

necessary to access the computer equipment, storage devices or data.

28. For any computer hard drive or other electronic media (hereinafter, "MEDIA") that is

called for by this warrant, or that might contain things otherwise called for by this warrant, this

affidavit seeks authorization to search for:

a.  evidence of user attribution showing who used or owned the MEDIA at the time

the things described in this warrant were created, edited, or deleted, such as logs, registry entries,

saved usernames and passwords, documents, and browsing history;

b.  passwords, encryption keys, and other access devices that may be necessary to

access the MEDIA;

c.  documentation and manuals that may be necessary to access the MEDIA or to

conduct a forensic examination of the MEDIA.

29. Additionally, this warrant seeks authority to search for records and things evidencing

the use of the Internet, including: 

a.  routers, modems, and network equipment used to connect computers to the

Internet;



b.  records of Internet Protocol addresses used;

c.  records of Internet activity, including firewall logs, caches, browser history and

cookies, "bookmarked" or "favorite" web pages, search terms that the user entered into any

Internet search engine, and records of user-typed web addresses.

As used above, the terms "records" and "information" include all of the foregoing

items of evidence in whatever form and by whatever means they may have been created or

stored, including any form of computer or electronic storage (such as hard disks or other media

that can store data); any handmade form (such as writing, drawing, painting); any mechanical

form (such as printing or typing); and any photographic form (such as microfilm, microfiche,

prints, slides, negatives, videotapes, motion pictures, photocopies)

30. It may be necessary for programmers and other outside experts to assist the FBI

during the examination of the property.

31. As stated herein, this affidavit seeks authorization to search for all records relating to

violation of 18 U.S.C. § 2252 (Certain Activities Relating to Material Involving the Sexual

Exploitation of Minors), including any information related to defendant’s possession, production,

reproduction, distribution, or sale of such material.

 IV.  CONCLUSION

32.       Based on the information contained in this affidavit and any attachments herein, probable

cause exists to believe that Von Brunn’s computers contain evidence, fruits, and instrumentalities

of violations of 18 U.S.C. § 2252 (Certain Activities Relating to Material Involving the Sexual

Exploitation of Minors).  Therefore, I respectfully request the issuance of a search warrant  for

Von Brunn’s computers described herein.



     ________________________    

Ronald Farnsworth 

Special Agent, FBI

              Sworn to and subscribed to

               before me this ______day

               of June, 2009

               _____________________________

United States Magistrate Judge




